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CucreMHble HAaCTPOUKHU

[ns 3anycka Heo6xoAMMO BKJIIOYMTL NepeaapecaLmio:

sudo a2enmod rewrite
sudo service apache2 restart

3aKa34ymK LO/MKEH HAaCTPOUTb OMeHHoe uMa ans https coegmHeHns ¢ npobpocom Ha 443 nopT
cepsepa MGERM v npenocTaBuTb CepTUdUKaTbl Ana HacTponky SSL Engine B Apache Ha cepeepe
MGERM.

Ha cepsepe MGERM B HacTponKax BUPTYyasibHbIX XO0CTOB Apache gosmxeH bbiTb hann helix.conf

<VirtualHost *:81>
ServerAdmin support@mgerm. ru
DocumentRoot /var/www/mgerm25/ external services
<Directory />
Options +FollowSymLinks -Indexes
AllowOverride None
</Directory>
<Directory /var/www/mgerm25/ external services>
Options +FollowSymLinks -Indexes
AllowOverride All
Order allow,deny
allow from all
</Directory>
ErrorLog ${APACHE LOG DIR}/external services error.log
LogLevel error
CustomLog ${APACHE LOG DIR}/external services access.log combined
</VirtualHost>

<VirtualHost *:443>
SSLEngine on
SSLCertificateFile /etc/ssl/1med39.ru.crt
SSLCertificateKeyFile /etc/ssl/private.key
SSLCertificateChainFile /etc/ssl/GlobalSign ca.crt
ServerAdmin support@mgerm. ru
DocumentRoot /var/www/mgerm25/ external services
<Directory />
Options +FollowSymLinks -Indexes
AllowOverride None
</Directory>
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<Directory /var/www/mgerm25/ external services>
Options -Indexes
AllowOverride All
Order allow,deny
allow from all
</Directory>
ErrorLog ${APACHE LOG DIR}/external services error.log
LogLevel error
CustomLog ${APACHE LOG DIR}/external services.log combined
</VirtualHost>

B napameTtpax SSLCertificateFile yka3biBaeM cepTURUKAT, BbIMYLLEHHbIA 3aKa34MKOM,
SSLCertificateKeyFile - cooTBeTcTBYtoWwMN KoY, SSLCertificateChainFile - HyXXHbIA cepTudukar.

B nanke conf npoekta MGERM posixeH 6bITb KOH(UIYpaLMOHHbIN hann helix.ini.

nano /var/www/mgerm25/conf/helix.ini

BCTaBnsaeM:

clientld =

clientSecret =

redirectUri = url

urlAuthorize = https://auth-mdo.helix.ru/connect/authorize
urlAccessToken = https://auth-mdo.helix.ru/connect/token
urlResourceOwnerDetails = https://auth-mdo.helix. ru/
scopes = mis catalog service offline access

urlApi = https://mdo.helix.ru/

contractID =

authorizeUri = url

B cBoncTBa redirectUri u authorizeUri cTaBuM agpec ¢ LOMEHHbIM UMEHeEM +
/_income/callback/oAuthRedirect.php, nony4eHHbIN OT 3aKa34yuka, Hanpumep:

https://mgerm.clinica-boli.ru/_income/callback/oAuthRedirect.php
Yka3aTb clientld clientSecret n contractID, BHecs faHHble 0N NOAKAOYEHUS OT XenuKkc.

BHuMaHue! B norvHe n napone He f0/MKHO BbiTb cCkoboK! EC/IM OHM eCTb, HYXXHO NPOCKTb BbIAATb UX
3aH0BO 6e3 ckoboK. CKOOKM BbI3bIBAIOT OLLNOKY YTeHUS KOHPUIrypaunoHHoro ganna. NMpu 3Tom
BbIBOAMTCA coobuieHne: “Can't read /conf/helix.ini file properly!”

Tak e B C/ly4ae HenoHATHOM ownbkm ¢ noakatveHnem K APl Xennkca Heobxoammo ybeanTbCs, 4To
ann _services\lib\Helpers\LeageReplace\AbstractProvider.php ckonupoBaH B
ib\vendor\league\oauth2-client\src\Provider\ ¢ 3ameweHnem ncxogHoro anna.
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HacTpounkum cron
Heobxoaunmel gns 06HOBNEHMA KOHTPaAKTa 3arpy3Ku pe3yibTaToB:

sudo crontab -e

BcTaBnsem:

0 */12 * * * curl
“http://localhost/_services/Laboratory/Helix/Invoice.loadContract?no_connect
ion=1"

0 * * * * curl

"http://localhost/ services/Laboratory/Helix/Invoice.getAndStoreResult?no co

nnection=1"

HacTtpouku MGERM

[obaBnseM CUCTEMHOrO NoJb30BaTENA U 3aNnCb pe3ynbTaTa aHasm3a. B cuctemMHon nepeMeHHoN
“BHewwHsa nabopaTtopma” ctasum helix.

GRANT SELECT, INSERT, UPDATE ON "medis logs .* TO 'expert'@'127.0.0.1';
FLUSH PRIVILEGES;

INSERT INTO "medis users . users ( ind , “created’, "login , "password ,
"GUID, "class , “department’, “last name , "first name , "second name’,
“spec , observe', ‘works', “vacation , ‘director , "reception doctor’,

“allow fio change’, “expert’, “parus id', ‘cat nm", “cat dt', “ct spc’,
‘cmn®, “dmn’, “science prefix', ‘vacation start’, “vacation end’, "fot',
"deligate expert’, "kmis department , "“fot refferal premium’, “birthday’,
“seniority date’, "merit’, “photo’, “callOnly , "siteComment’,

"SNILS 45130, “observe login', "INN', “showDoctorOnSite , "cbn’, “dbn’,
“site periods count user’, “add spec,

“default show initials print all records spec’, “cpn , “dpn’,
"power of attorney’, "allow delete templates , "user another ids’,

"mango _extension’, “spec FRMR', “only personal services ) VALUES (-11,
'2012-03-06 07:44:10', 'laboratoryAgent',
'b98451dffec462fad7ba832cab41c2d6', 1, 2, 1, 'UmnopT', 'BHewHen', 'JlabopaTopun',
-5, NnULL, 1, ©, 1, ©, 1, 1, 06, , , , @, ©0, , NULL, NULL, 5.00, 1, NULL,
NULL, NULL, NULL, NULL, NULL, O, NULL, NULL, NULL, NULL, 1, NULL, NULL,
NULL, NULL, ©, NULL, NULL, NULL, O, NULL, NULL, NULL, 0);

INSERT INTO "medis interface . button set”™ (“author only , "GUID,
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"digested , "always , "ID', “order , “html id, "style , "Name , “script’,
“Action’, “title’, “image’, ‘dead’, “lifespan’, “callback' ) VALUES (0, NULL,
1, 0, 'helix pdf', 2, NULL, 'std40', 'OtkpbiTb PDF c nokasatenamu',

‘butpress si',

'/ services/Laboratory/LaboratoryRequest.getResult?template=/laboratory/heli
x/showTaskStatus.html&', 'CkayaTtb PDF chan c pesynbTaTamm aHanmsos', NULL, O,
NULL, NULL);

UPDATE "medis interface .button set SET "dead” = 1 WHERE ID =
'proc_biomaterials';

INSERT INTO "medis interface . button set™ ( author only , "GUID,
“digested’, “always , 'ID', “order , “html id", “style’, "Name', “script’,
"Action’, "title’, “image’, ‘dead’, "lifespan’, “callback' ) VALUES (0, NULL,
0, 0, 'proc biomaterials', 2, NULL, 'std40', 'lpeaHanuTvka v oTnpaska',
'butpress si',

'/ services/Laboratory/LaboratoryRequest.getSpecimenTypes?template=/laborato
ry/helix/chooseSpecimens.html&', 'Co3paHue n oTnpasBka 3akasza', NULL, O, NULL,
NULL) ;

INSERT INTO "medis interface’ . button set™ ( author only , "GUID,
“digested’, "always , "ID', "order , “html id", "style , "Name , “script’,
“Action’, “title , "image , "dead’ , " lifespan , "callback ) VALUES (0, NULL,
0, 0, 'proc biomaterials', 0, 'DEL', 'std40', 'Ypanutb', 'butpress si del’,
'edit', 'Ypmanutb 3anuck', NULL, O, NULL, NULL);

INSERT INTO "medis interface’ . button set™ ( author only , "GUID',
"digested’, "always', 'ID', “order , “html id", “style, "Name', “script’,
“Action’, “title’, “image , "dead’ , " lifespan , "callback ) VALUES (0, NULL,
0, 0, 'proc biomaterials', 0, NULL, 'std40', 'W3meHuTh', 'butpress si',
‘/kpo/calculator', 'CoctaButb cnucok ycnyr', NULL, O, NULL, NULL);

REPLACE INTO "medis interface . references’ ( recordTypeID', "name , “dead’,
“chapter’, "med refferal , "need redirection’, "edit GUID , “order’,
‘order2”, “interf ref', "d table', "num list , “signs , "show treatment’,
“show _content’, “show time', “print size percentage’ , "print _checker’,
“status buttons’, “buttonSetID', “buttonSetID inp°, “extend record class’,
“record method in", “record method out’, "TH output style’,

"TD output style’, "Tbl output style', "Tbl input style , "TH input style’,
"TD input style’, “button line style', “status line style’,
“button line style inp, "text style', "files style , "files alias ,

“files script’, “show in summary’, “show in hystory , “show in refferals’,
“identifier, “print form', “print form cap , ~common view ,

‘use autotemplate’, "multifier’, “specialist visit’,

“forml4 operation identifier’, “show creation date in caption’,

“copy content from previous record of same type , "show date ,

"print_ full text position', “allow record date change , "PHR notification’,
"PHR _hide record’, “print record date from field date’,

“summary referecnce order’, “print template php , “auto lock’,

“advanced protocols’, "dont show name in print all records’,

“dont show name in print record’, “show contract type in head , “info’,
“dont print treatment’, “first hystory record’, "minzdrav code’,

“show count in report’, “show time in info', "force patient name printing’,
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"ClinicalDocument/code , "[opsiaok ciyvyaeB rocnuTanmsaunm nam obpaileHmsa , MecTto
OKa3aHus nomowin , “export recordTypeGroup , "show in analise dynamic’,

“dont _print recomendations’)

VALUES (201, 'PesynbTaTbl aHanu3a', 0, 80, 0, 0, NULL, 0, 0, 'default',
'default', 0, 0, 0, 1, 0, 0, 1, NULL, 'helix pdf', 'save only',

'class extention record', 'show body from php script', 'restore body show',
'TH output std', 'TD output std', 'Tbl output std', 'Tbl output std',

'TH output std', 'TR output inp', 'record buttons row',6 'status style’,
‘record buttons row', 'std info style', 'std files style', NULL,

'/file operationsdownload.php', 1, 1, 1, NULL, '-', NULL, NULL, 1, 1, O,
nNnuLL, 1, o, 1, o0, 0, 0, 0, 0, 0,

'/ services/Core/DatabaseRecord.getData?template=/laboratory/helix/results.h
tml', 0, 0, 0, 6, 0, NULL, O, O, NULL, ©, 1, O, NULL, NULL, NULL, NULL, O,
0);

REPLACE INTO medis interface. references™ ( recordTypeID , "name , "dead’,
“chapter’, "'med refferal', "need redirection’, "edit GUID , “order ,
‘order2”, “interf ref', “d table’, “num list’, “signs’, “show treatment’,
"show content’, “show time', “print size percentage’, “print checker’,
“status buttons’, “buttonSetID , "buttonSetID inp , “extend record class’,
“record method in", "record method out’, "TH output style’,

"TD output style', "Tbl output style', "Tbl input style , "TH input style’,
"TD_input style’, “button line style , “status line style’,
“button line style inp’, “text style', “files style', "files alias’,
“files script’, "show in summary’, “show in hystory , “show in refferals’,
“identifier’, “print form', “print form cap , ~common view,

“use autotemplate’, "multifier , “specialist visit ,

“forml4 operation identifier’, “show creation date in caption’,

“copy _content from previous record of same type', “show date’,

“print full text position, “allow record date change’, "PHR notification’,
"PHR hide record’, "print record date from field date’,

“summary referecnce order , “print template php , “auto lock’,

“advanced protocols’, “dont show name in print all records ,
“dont_show name in print record’, "show contract type in head , “info,
“dont print treatment’, “first hystory record’, “minzdrav code’,

“show count in report’, “show time in info', "force patient name printing’,
"ClinicalDocument/code’, "[Mopsiaok ciy4yaeB rocnuTanmauum nnm obpaileHumsa , “MecTto
OKa3aHua nomowm , “export recordTypeGroup , "show in analise dynamic’,
“dont_print recomendations’)

VALUES (709, '3aka3BXenukc', 0, 80, 0, 0, NULL, NULL, NULL, 'default’,
‘default', O, NULL, NULL, 1, 0, NULL, 1, 'proc biomaterials lock',
‘proc_biomaterials convert plan', 'save only', 'class extention record',
‘show bill', 'HidePayForHystoryZabor', 'TH output std', 'TD output std',
'Tbl output std', 'Tbl output std', 'TH output std', 'TR output inp',
‘record buttons row', ‘'status style', 'record buttons row',

‘std info style', 'std files style', NULL, '/file operationsdownload.php',
o, 1, 1, NULL, NULL, NULL, ©, 1, 1, O, NULL, 1, ©, 1, O, O, O, O, O, NULL,
NnuLL, 6, 0, 0, 0, 0, NULL, O, NULL, NULL, ©, 1, O, NULL, NULL, NULL, NULL,
0, 0);

UPDATE medis users.system globals SET external lab = 'helix',
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"allow sister create bill on all services = 1;

B nmaHenu 1menufinance.html B cekunto HacTpoiku gobasnsem CCbiNKm:

<h3>J1abopaTopusa Xennkc:</h3>

<ul>

<li><a href="/ external services/ income/callback/oAuthRedirect.php"

target="_ blank">MNogknwo4untbca Kk Helix</a></1i>

<li><a

href="/ services/Laboratory/Helix/Invoice.loadContract?template=/laboratory/

helix/loadContract.html">lporpy3nTb KOHTpakKT Helix</a></li>
</ul>

1 )XMeM CCblSIKy NpaBovi KHOMKOW MbILWK U BbIBUpaem “OTKpPbITb B HOBOW BKJIagKe":

OTWaETE KACCOBaLIE [ONRANEHHBIE YCITYTH] Oruetal no ofibeman (OKAZAHHLIE YEIMYTH]: HacTponew:
= 18 CYTRH = DEQHE pRGCTE HOGIAUMSICEHAE YEOYT, CPGERcTRa = MPEACKPEsITI POy
& 38 MeHGg BHEnNMag * NEOdiand CTDERN0ELX
* CCYMROA NG RALMEHTEM v Coara NG @ 0D NALA AUEMRTORER TprER KORNEAR
& NCATEEQIEHH LS CeaTa [T
: 2 » OTHET N0 BCEM NNATHEM YoNyras
OTYETE KRCCOBRIE © DEAJAHHLIME YOIy TaMi » CIbTH BB MELNESTON NMatopaTopur Xenukc
Cpey MOEAGATENH MO NALMEHTAL
* M NBLAGHTAK 1A YOITTEM - Sy NaTapHuR X NG NOLXIATENH MO NELMEHTEW ——}r = (QOKNEMHATECE B Hislix

IDHER & [perpyais KOHTRAKT Hekx
CRpABEY

IR S S * N0 Al NNATHSIX WCITW N0 COTDYIHAKAN

= [20T)
®  FE ESONOKHPOBIHHEM CueTE

& pECu npess CTOVIHRED [ EHHA
= a"-":-':'“a“:';""h—'-" [ paCUET NEewsAd COTPYOHE £ 33 Ha"DaBNSE

= KYPCORDE NEURE
PerMcTpaTypa.

& pafora perncTpaTspas
& [a0ITa ERCCHROE

BpYTHE OTSEThI;
& CNHCOE QOMEHHEDE
» HEMOMHOCTE QNI HLR

PERCTRE! WO CTALMOHERE
» CTATACTHEA Mo SpAYA

ABTOpM3yeMCs, NCMOJIb3ya AaHHble OT XenunkC: nosib3oBaTenb Ha ldentity Server (Username,
Password). [Mocne ycnewHon aBTopm3anmm Ha OTKPbLIBLLUEMCS IKPaHE HUYEro HE MEHSAEM U KMEM
KHOMKY “Yes, allow”.

3arpy3Ky KOHTpakKTa peKoMeHAyeTCs NPOBECTN Yepe3 KOHCOb A5 NMPoBepKu paboThl
aBTOMATMYeCKOM 3arpy3Ku:

curl

http://localhost/ services/Laboratory/Helix/Invoice.getAndStoreResult?no con
nection=1

KoppeKTHbIN oTBeT: {«status»:«success»}
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Hanee Heobxo4MMO MPOBECTM TECTOBLIN 3aKa3, UCNOJIb3yA AMana3oH TeCTOBbIX KOAOB, NepeaaHHbIX
Xenukcom n nepepaTb MAEHTU(DUKATOP 3aKasa cnyxbe nogaepxku. NoeHTU(HUKaTOP MOXKHO Y3HaTb
B 6a3e gaHHbIX B epm_records.jsonData, ncnons3ys recordID 3aka3a, Hanpumep:

{«taskID»: «5ef19a56-alc4-44cd-ac05-0362914c9ade», «LaboratoryTests»: {«02-002»: 108183,
«03-003»: 106007, «06-003»: 106019} }

Konnpyem n otcbinaem «taskiD»: «5efl9a56-alc4-44cd-ac05-0362914c9ade».

Ecnmn cron paboTaeT n HaCTPOEH COrNacHO MHCTPYKLMK, B KapTe MOXHO byaeT yBuaeTb pesynbtaT
TEeCTOBOro aHanm3a. Tak e MOXHO hopCcnpoBaTb UMMNOPT B KOHCOJK:

curl
"http://localhost/ services/Laboratory/Helix/Invoice.getAndStoreResult?no co

nnection=1"
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